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COMPUTER  SCIENCE  ENGINEERING

CYBER  SECURITY

Time : Three Hours     Maximum : 60 Marks

 Answer Question No. 1 Compulsory.       6x2=12 M

Answer ONE question from each Unit.       4x12=48 M

1. a) Define threat and attack.

b) Spoofing & Phishing.

c) Virus Counter measures.

d) Define : Primality test.

e) What is the need for firewalls ?

f) What is a worm ?

UNIT - I

2. a) What is software vulnerability ?  Explain various methods of vulnerability.

b) Explain the Fiestel cipher structure with a neat sketch.  And also explain its importance.

(OR)

3. a) What is AES algorithm ?  Explain various AES transformation functions.

b) Explain various block cipher design ciphers and models of operation in detail.

UNIT - II

4. a) Define some Elliptic curves on real numbers.  Give the description of addition on those

elliptic curves.

b) The public key crypto Systems addresses certain problems of symmetric crypto systems.

What are those problems explain in detail ?

(OR)

5. a) Differentiate Conventional encryption and public key encryption.

b) Explain the RSA algorithm.  Compute cipher text for M=88, p=17 and q =11.

P.T.O.
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UNIT - III

6. a) List out the participants of SET system, and explain in detail.

b) What are the similarities and differences between S/MIME and PGP ?

(OR)

7. a) What does SSL handshake establish ?  How is it performed ?

b) Describe in general how online payment processing is done ?

UNIT - IV

8. a) What is a application level gateway ?  What are the advantages and disadvantages of

application gateways ?

b) Compare the features of host based IDS and network based IDS.  Why, when and where

to use host based IDS ?

(OR)

9. Explain the following :

a) Firewall Configurations.

b) Viruses.

c) Trusted Systems.


